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Professional Summary	Professional Experience



Dynamic Security Solution Architect with extensive experience at Tech Mahindra, specializing in Microsoft 365 and Azure Cloud security. Proven track record in implementing Zero Trust frameworks and leading security assessments. Adept at client engagement and technical leadership, leveraging skills in Microsoft Defender XDR and incident response to enhance organizational security posture.

Core Technical Expertise


[image: ] Zero Trust architecture [image: ] Microsoft 365 solutions [image: ] Cloud Security
[image: ] Solution implementation [image: ] Forensic investigations
[image: ] Security assessments [image: ] Incident response
[image: ] Pre-sales support
[image: ] Problem-solving abilities [image: ]  Customer requirements [image: ] Project scoping
[image: ] Product demonstration [image: ] Requirements gathering [image: ] Proof of concept
[image: ] Strategic planning [image: ] Team collaboration
[image: ] Compliance advisory [image: ] Technical leadership Client engagement

Education


Graduation

NG Cloud Security
Security Solution Architect | India & Dubai
[image: ] Project Overview: Client: Dubai Holding.
[image: ] Leading security solution implementations for Microsoft 365 and Azure Cloud security.
[image: ] Developing and executing security roadmaps for enterprise clients.
[image: ] Conducting security assessments and forensic investigations for cyber incidents.
[image: ] Implementing Microsoft Defender XDR, Zero Trust Security solutions, Microsoft Purview, Microsoft Entra ID Suite, Microsoft Sentinel, and Intune solutions.
[image: ] Providing technical leadership and training for IT teams on Microsoft security technologies.
[image: ] Identified opportunities for improving existing processes, systems or applications.
[image: ] Recorded systems information and documented design specifications and installation instructions.
[image: ] Participated in client meetings to discuss project requirements and provide feedback on potential solutions.
[image: ] Coordinated with stakeholders to ensure alignment of proposed solutions with business objectives.

Delphi Consulting
Associate Security Architect
[image: ] Designed and implemented Zero Trust security frameworks
[image: ] Assisted in email migration, tenant-to-tenant migration, and security hardening
[image: ] Advised clients on Microsoft 365 security best practices and compliance

Previous Experience
Wipro | Tech Mahindra |Data Glove | Capgemini
[image: ] Various roles in security architecture, cloud security, compliance, and IT operations
[image: ] Utilized advanced technical skills and expertise to troubleshoot complex problems and implement solutions.

MDS University Ajmer

Diploma in Computer Hardware and Networking
AnyLan Ajmer

Certifications


[image: ] SC-100, Microsoft Cybersecurity Architect
[image: ] SC-200, Microsoft Security Operations Analyst
[image: ] SC-300, Microsoft Identity and Access Administrator
[image: ] SC-400, Microsoft Information Protection Administrator
[image: ] AZ-305, Azure Solutions Architect Expert
[image: ] MCT, Microsoft Certified Trainer

[image: ] Provided excellent service and attention to customers when face-to-face or through phone conversations.
[image: ] Collaborated closely with team members to achieve project objectives and meet deadlines.

LinkedIn Profile

[image: ]   https://www.linkedin.com/in/devendra-singh-75274939/

Key Achievements

[image: ] Successfully implemented Microsoft 365 Business Premium Security Features for multiple enterprise clients.
[image: ] Led cloud security and compliance transformation projects for Fortune 500 companies.
[image: ] Conducted security awareness and training sessions for IT teams and CISOs.
[image: ] Played a key role in forensic investigations and incident response, mitigating security breaches.

Core Technical Expertise



Microsoft Security & Compliance, Microsoft Defender XDR (Endpoint, Identity, Office 365, Cloud Apps, Cloud), Microsoft Entra ID Suite (P2, Conditional Access, Identity Protection, PIM), Microsoft Sentinel (SIEM & SOAR), Microsoft Intune (Device Management, Autopilot, Endpoint Security)ecurity),
Microsoft Purview (Information Protection, DLP, Insider Risk, Compliance)
Azure Cloud Security and Compliance, Azure Landing Zone, Azure Policy and Blueprint, Azure Monitor, Azure Site Recovery, Azure Network Security, Cloud Security Posture Management (CSPM)
Forensic Investigation & Threat Intelligence, Incident Response, Malware Analysis, Threat Hunting, Tools: VirusTotal, URLScan, Hybrid Analysis, MXToolbox etc
Zero Trust Security & Governance, Conditional Access, MFA, Least Privilege Access, SIEM & SOAR Solutions, Threat Intelligence, Incident Response, DLP, Insider Risk Management, Data Classification, etc
Languages

Hindi: First Language
English:	C2

Proficient (C2)
image7.png




image8.png




image9.png




image10.png




image11.png




image12.png




image13.png




image14.png




image15.png




image16.png




image17.png




image18.png




image19.png




image20.png




image21.png




image22.png




image23.png




image24.png




image25.png




image26.png




image27.png




image1.png




image2.png




image3.png




image4.png




image5.png




image6.png




