MUHAMMAD HARIS

| am a cyber security enthusiast with a strong focus in red teaming. also have some
experience in securing systems and implementing network security and monitoring, |
have a bit of experience in software development as well, | have been into cyber
security research since 2019, and | have a strong problem solving sense and been
working in both protecting software and systems as well as implementing
penetration tests upon them.

TECHNICAL SKILLS

* Penetration Testing e OSINT * NMAP

» Digital Forensics e MITRE ATT&CK » Wireshark
* System Security * OWASP 10 e Burpsuite
* Network Security * Bug Bounty Hunting * Snort

* Reverse Engineering » Computer Networking * Suricata
* Vulnerability Assessments ¢ Linux (Debian/Arch) e Splunk

* Web Pen Testing e Programming/Scripting * Wazuh

» API Testing » Software Development * Nessus

PROFESSIONAL EXPERIENCE

Intern Full Stack Website Developer - ILMA Multan April 2019 - August 2019
Learned to develop responsive websites and worked on dynamic backend
technologies, PHP & Javascript.

IT Support Specialist Intern - Tech Biz Corp July 2024 - Present

Learned to develop responsive websites and worked on dynamic backend
technologies, PHP & Javascript.



EDUCATION

Institute of Southern Punjab (2019-2024)
Bachelors of Science in Information Technology (CGPA3.17/4.0)

CERTIFICATIONS

Cyber Security Certified Professional (Google) 2023

CEH v12 (learnKartS) 2024

OSCP (SecSploit) 2024

Ethical Hacking Essentials (EC-Council) 2023

Android Bug-Bounty Hunting (EC-Council Learning) 2024
Digital Forensics Essentials (EC-Council) 2023

Endpoint Security (Cisco Academy) 2024

Palo Alto Network Security Operations (Palo Alto Networks) 2023
dot Net Full Stack Foundation (Board Infinity) 2024
Secure Full Stack MEAN Developer (EC-Council) 2024
Full-Stack Web Developer (Ilma Institute) 2019

PROGRAMMING LANGUAGES

C&C++
Python
Powershell
PHP

LINKS

Github https://github.com/Harisgaisrani
LinkedIn  https://www.linkedin.com/in/harris-gaisrani/

CONTACTS

Contact: +92 318 6210710
Email: muhammad.haris.pvt@gmail
Address: Multan, Pakistan

WSPE:
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